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The Latest Scams You
Need to Know About

In 2023, the FTC received fraud reports from over 2.6
million consumers resulting in losses of more than
$10 billion. Scammers are more prevalent than ever,
but becoming a victim of a scam is avoidable when
you educate yourself on their tactics. We want to
make sure our members and the community stay
vigilant against falling for fraudster’s tricks, so here
is information on common scams you should watch
out for:

Al Powered Scams

Scammers are getting smarter and finding creative ways
to leverage new technology like artificial intelligence (Al).
Scammers might use Al to write convincing phishing
emails and texts, create deepfakes of celebrities to trick
victims into investing in fake companies, impersonate
a victim’s friend or family member to ask for money
or impersonate an employer to ask for personal
information. The potential to create an image, video or
voice of someone else has proven to be an extremely
effective tool for scammers.

Student Loan Forgiveness Scams

According to a 2024 article from Nerd Wallet, roughly
43 million Americans have outstanding federal student
loan debt, and the back-and-forth changes in student
loan forgiveness programs create ripe conditions
for scammers. For example, these scammers may
try to contact you over the phone or create fake loan
forgiveness application sites in order to steal your
Social Security Number or bank account information.
They may pressure you to act immediately so you
don’t miss the application deadline. Remember, it
costs nothing to apply for student loan forgiveness
and they will not ask for your personal information
over the phone. If someone is trying to charge you
or ask for your information, this is likely a scam.

Imposter Scams

According to the FTC, imposter scams were the most
commonly reported scam in 2023. In these scams,
imposters will pose as government or business officials
and use scare tactics to try and get you to hand over
private information like your Social Security Number
or your bank account information. An important rule
of thumb to remember is that a government official
will not ask you to share your sensitive information or
demand payment over the phone. If you are unsure
about a caller, hang up and call the organization back
at their official phone number listed on their website.

Employment Scams

Employment scams are fairly new to the scene and
have become increasingly popular. These scams
often target individuals who are looking for work and
use enticing lures on the victims. Some scammers
take a slow approach with interviews, making the
operation seem legitimate. They will gather personal
information about their victims and then ask them
to purchase equipment or special training for the
role with the false promise they will be paid back.

Romance Scams

Romance scams target singles looking for love. The
scammers create fake profiles to strike up conversations
on dating and social media sites. They try to build
trust with their targets and will eventually make up a
story and ask for money. They will often say they are
working outside of the country and will ask for money
to purchase a return airplane ticket, to pay off debts, to
pay for surgery or other emergency medical expenses.
After they have received their money, the scammer
will often disappear without a trace, leaving the victim
both heartbroken and financially vulnerable.

For more information about common scams
and how to avoid them, visit sdccu.com/scams.
Additionally, register for our Financial Wellness
Webinars to learn how to avoid fraudsters at
sdccu.com/fww.

experiencing homelessness in San Diego County. Kids face many hardships
and having access to school supplies should not be one of them. Donations
made in San Diego will go directly to the San Diego County Office of Education,

School Supply
Donation Drive

During the last school year, more than 21,000 students were identified as
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while donations made in Orange and Riverside County will go to the Angels

Baseball Foundation in support of their annual Back 2 School Drive. To donate,
visit any SDCCU branch location, participating Jersey Mike's locations in
San Diego and Orange counties or donate online at sdccu.com/donate.

Traveling This Summer?
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Make sure to take the proper steps to ensure that your accounts are not flagged

for fraudulent activity and that you maintain easy access to your funds.

1. Set a Travel Alert

You can easily set a Travel Alert within Internet Branch online and mobile banking'

or you can call us at (877) 732-2848.

To set the Travel Alert within Internet Branch online banking, visit the Self Service ‘ LK

tab, then under Card Services, click on Travel Notifications. From there, enter your
dates of travel, the destinations you'll be visiting, your contact information and
your SDCCU credit and/or debit card numbers. Make sure to specify whether you

will be traveling internationally or domestically.

2. Set Up Account Alerts

Account alerts are a great option to stay up-to-date on your account details while

traveling. SDCCU offers customizable text and email alerts on your accounts that : —
can notify you of any suspicious account activity. 3 y
To set up Account Alerts within Internet Branch online banking, navigate to the _
Self Service tab, then under Personal Information, click Alert Preferences. =
1 " —
3. Contact Your Cellular Service Provider - e
For SDCCU members traveling internationally, remember to contact your cellular Ty
service provider to inquire about international access. International access will X < —
ensure that you will be able to obtain the one-time passcodes to gain access to ;
your SDCCU account. e Ao
Visit sdccu.com/traveltips for more information. - -’ : '
'Message and data rates may apply. _X Bt "
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Included with your June 2024 statements.

Important changes to Account Terms included with
your February 2024 Visa“ statements.

@ San Diego County Credit Union’ @ San Diego County Credit Union

Important Changes to

Your Account Terms
Effective May 1, 2024

Upcoming Changes to Your
Consumer Credit Card
Effective March 31, 2024

The following information amends the Consumer
Credit Card Agreement and Disclosure that was
previously provided to you:

The following is a summary of the changes that are being made
to your VISA® account.

« Cash Advance balances, which include overdraft
The following is a summary of changes that are

being made to your Visa® Signature credit card
account terms due to changes in market conditions'.
These changes will take effect on May 1, 2024 . This
fee will be applied when you are assessed your
next annual fee.

protection transfers from your credit card, will be
limited to 20% of the card limit on future
transactions

« Balance Transfers will be limited to 50% of the card
limit on future transactions

« The combined Cash Advance and Balance Transfers
will be limited to 50% of the card limit on future
transactions

The annual fee will increase to $99 per year.
These limits apply to the total charges by all authorized users on 3 pery

the account and will take effect on March 31, 2024.
You have the right to reject these changes, unless
you become more than 60 days late on your
account. You can reject these changes by calling
us at (877) 732-2848. However, if you do reject the
changes you will not be able to use your account
for new transactions.

'Applies to all Signature Visa credit card accounts.
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